(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property 
Organization 
International Bureau 

(43) International Publication Date 
30 September 2004 (30.09.2004) 




PCT 



(10) International Publication Number 

WO 2004/084048 Al 



(51) International Patent Classification 7 : G06F 1/00, 1/14 

(21) International Application Number: 

PCT/EP2GG4/G00798 

(22) Internationai Filing Date: 29 January 2004 (29.01.2004) 

(25) Filing Language: English 

(26) Publication Language: English 



(30) Priority Data: 

03 006 246.7 



20 March 2003 (20.03.2003) EP 



(71) Applicant (for all designated States except US): SONY 
ERICSSON MOBILE COMMUNICATION AB 

[SE/SEj; Nya Vattentornet, SE-221 88 Lund (SE). 

(72) Inventor; and 

(75) Inventor/Applicant (for US only): DAN, Dinescu 
[DE/DE]; Felicitas-Fiiss-Strasse 118, 81827 Munchen 
(DE). 

(74) Agent: KORBER, Martin; Mitscherlich & Partner, Son- 
nenstrasse 33, Posttach 33 06 09, 80066 Munchen (DE). 



(81) Designated States (unless otherwise indicated, for every 
kind of national protection available): AE, AG, AL, AM, 
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN, 
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI, 
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, 
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD, 
MG, MK, MN, MW, MX, MZ, NA, NT, NO, NZ, OM, PG, 
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM, 
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM, 
ZW. 

(84) Designated States ( unless otherwise indicated, for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW), 
Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Euro- 
pean (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR, 
GB, GR, HU, IE, TT, LU, MC, NL, PT, RO, SE, SI, SK, 
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, 
ML, MR, NE, SN, TD, TG). 

Published: 

— with international search report 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations" appearing at the begin- 
ning of each regular issue of the PCT Gazette. 



(54) Title: MOBILE EQUIPMENT WITH TIME CONTROL FOR DRM SCHEMES 



00 
© 
00 



Output Means 



— syj Time- 



System Time 
Generator 

{8>3Tlfnc»iTf0ll3fl) 




Decision Means 



Non- volatile Men) ory 

IZ5 



RTC (rT) 



& 



Power Supply 



^•j- (57) Abstract: The present invention provides a mobile equipment (1) for non stationary use, comprising a real time clock (RTC) (7) 
^ integrated in the mobile equipment (1) for generating a real time information, a system time generator (9) integrated in the mobile 
© equipment (1) for generating a system time information by adding an offset to the real time information given by the RTC (7), a 
^ non-volatile memory (8) for the permanent storage of data and an input means (4) for inputting instructions for changing the system 
^ time information. Hereby, means for limiting the possible changes of the system time information generated by the system time 
^ generator (9) to a preset time range and means for limiting the possible reset value of the RTC (7) according to the data stored in the 
non -volatile memory (8) are provided. 
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5 Mobile equipment with time control for DRM schemes 

The invention relates to a mobile equipment with time control system for DRM 
(digital right management) schemes according to claim 1. 

10 

The DRM schemes rely on time in order to verify the rendering rights. This results 
in the necessity of securing the clock in order to force correct application of the 
content protection rules. For a mobile equipment the securing of the clock is 
rendered difficult by various issues, e.g. the mobile equipment might not be 

15 necessarily registered to a network, the user needs to change the clock in order to 
adapt it to a different time zone or the user has to set a new time value in case the 
real time is lost for example during a change of battery. A time control system for 
mobile equipments is therefore required, which allows the user to change the clock 
under certain circumstances but limits the possible fraud made to a level, which is 

20 considered acceptable, without limiting the functionality of the mobile equipment. 

A time recording and controlling system for a camera is revealed in document US 
5,526,079. It discloses a data recording system for a camera, which records 
information such as the time, the data, the name and a corporate symbol onto a 
25 recording medium used by the camera. If these data are lost, new values must be set 
by the user. A control system determines, if the new data are considered correct, in 
this case the new data are accepted. Otherwise the new time and date are not used 
and the data recording system is stopped or the camera is blocked and cannot be 
used. 

30 

The disadvantage of this system is the possible limited functionality of the camera 
after changing the data, e.g. when the camera still works but without the date and 
time function or when the camera is shut off completely. 

35 It is therefore the object of the present invention to provide a system for mobile 
equipments, which enable the user to change the time information of the integrated 
clock within certain limits, without restricting the functionality of the mobile 
equipment, even if the new time does not lie within the predefined range. 
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This object is achieved by a system as defined in claim 1. Further embodiments of 
the invention are set out in the independent claims. 

According to the present invention a mobile equipment for non stationary use is 
5 described comprising a real time clock (RTC) integrated in the mobile equipment for 
generating a real time information, a system time generator integrated in the mobile 
equipment for generating a system time information by adding an offset to the real 
time information given by the RTC , a non-volatile memory for the permanent 
storage of data and an input means for inputting instructions for changing the system 
10 time information. 

Hereby, means are provided for limiting the possible changes of the system time 
information generated by the system time generator (9) to a preset time range and 
means are provided for limiting the possible reset value of the RTC according to the 
data stored in the non- volatile memory. 

15 

Advantageously the system comprises a power supply for the mobile equipment. 

Further, advantageously the system comprises an output means for outputting the 
system time information generated by the system time generator. 

20 

Preferably the changed new system time is not allowed to differ from the real time 
information given by the RTC by more than a predefined value. 

The predefined value can be a fixed value in minutes. 

25 

The predefined value can be dependent from a given inaccuracy of the time 
information generated by the RTC. 

Further advantageously the time information of the RTC is stored periodically in the 
30 non- volatile memory. 

Preferably the reset value of the RTC is not allowed to be earlier than the last stored 
time value in the non- volatile memory. The reset value is also stored in the non- 
volatile memory. 

35 

Advantageously the reset value is stored in the non-volatile memory. 



Embodiments of the invention will now be described, by way of example only, with 
reference to the accompanying drawing in which: 



WO 2004/084048 



3 



PCT/EP2004/000798 



Fig. 1 is a block diagram showing schematically the elements of the 
system and 

Fig. 2 is a flowchart showing the process of changing the time 
5 information. 

Referring to figure 1 the present invention comprises a mobile equipment 1 for non 
stationary use, e.g. a portable computer, a personal digital assistant (PDA), a mobile 
phone or recording devices. 
10 Integrated in this mobile equipment 1 is a power supply 2. This may be one or more 
exchangeable batteries, rechargeable batteries, solar cells or a combination of these. 
So an almost continuous power supply with no or only little interruptions is possible. 

Further, the mobile equipment 1 comprises an input means 4 and an output means 3. 
15 The input means 4, for instance a keypad, a touchpad, a mouse, recognition of 
speech, an interface for wireless transmission, e.g. via infrared, or for transmission 
with different means, e.g. a serial cable, enables the user to input data or 
information. The output means 3 may be a display, a loudspeaker, an interface for a 
printer, a fax or for connection to another portable or stationary device, outputs 
information, data or programs. 

In addition, the mobile equipment 1 contains a processing unit 5 for handling data. 
The processing unit 5 comprises components and programs for receiving, reading, 
transferring, processing, storing or deleting data or information. 
A real time clock (RTC) 7 serves for generating a real time and/or date information. 
Further, a system time generator 9 generates a system time by adding an offset to the 
real time information given by the RTC 7 and submits this system time information 
to the output means 3 . 

Further, during power supply the time information of the RTC 7 is periodically 
stored in a non-volatile memory 8, which serves for the permanent storage of data or 
information and permits no deletion of the data stored in it by the user. In addition, 
also the offset to the real time is stored in the non-volatile memory. 

It is possible for the user to input a new or changed time and/or date information for 
the system time. To prevent fraud or errors, the entering of a new time is restricted 
by certain conditions. Therefore, the new time information input by the user is 
transmitted to a decision means 6, which checks the new time and decides, whether 
it is accepted or discarded. 
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The limitations of the new time information for the system time generated by the 
user are set out in the following. 

In case, that the power supply for the RTC 7 was interrupted, e.g. when the battery 
5 was changed or not recharged, or when a malfunction of the power supply 2 occurs, 
the time information of the RTC 7 is deleted or gets lost. As mentioned above, the 
time of the RTC 7 during power supply is periodically stored in the non-volatile 
memory 8, which maintains this time information even during interruption of power 
supply. If the user after the lost of the time of the RTC 7 inputs a reset value for the 
10 RTC 7, this value is not allowed to be earlier than the last time information stored in 
the non-volatile memory. This condition can be expressed in the following inequality 

lT<rV, 

15 where IT is the last time stored in the non-volatile memory and rV is the reset value 
input by the user. If the reset value passes the check of the decision means 6, then 
the reset value will be stored in the non-volatile memory 8 and used to change the 
RTC value. The real time offset will be set to 0 in the non-volatile memory 8. After 
resetting the RTC 7 to the reset value, the RTC 7 again starts generating a real time 

20 information which is periodically stored in the non-volatile memory. 

A further limitation provides, that the new system time information input by the user 
lies within a predefined interval or range, or that the new system time is not allowed 
to differ from the real time generated by the RTC 7 by more than a predefined value. 
25 This condition can be expressed by the following inequality, whereby the new time 
nT inserted by the user depends on the real time rT generated by the RTC 7 
according to 

rT - x < nT < rT + x , 

30 

where x is a predefined value in minutes. Hereby, it is only possible for the user to 
change the system time information generated by the system time generator 9, but 
not the real time information given by the RTC 7. If the user enters a new system 
time, and the new time lies within the given range, then the system time is changed 
35 by changing the offset of the RTC 7. 

For example in case of travelling, the user must be able to change the system time 
when registering to a network in a different time zone. Hereby, a sensible value for 
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x would be 24*60 minutes. This covers changes for all time zones including passing 
the date change meridian. 

Another example is the clock change. If the system time of the mobile equipment 1 
5 does not change automatically from summertime to wintertime or conversely, the 
user must be able to change the system time accordingly. In this case a sensible value 
for x would be 60 minutes. 

The RTC 7 of the mobile equipment may have a certain inaccuracy, which then after 
10 a certain time passed results in an incorrect time information. The user therefore has 
the possibility, e.g. once a month, to change the system time information generated 
by the system time generator 9 or the real time information of the RTC 7 within a 
certain time range or interval, which depends on the inaccuracy given for the RTC 7: 
The higher the inaccuracy is, the wider is the interval or range for the allowed new 
15 time information. This condition can be expressed by the following inequality, 
whereby the new time nT depends on the real time rT given by the RTC 7 according 
to 



20 



rT - a(rT- rV) - x < nT < rT - a(rT - rV) + x, 



a is the inaccuracy of the time information given by the RTC 7, x is a predefined 
value in minutes and rV is the initial time used when the RTC 7 has been reset and 
has been stored in the non-volatile memory 8. Hereby, the value of the new time and 
the real time if necessary are e.g. converted from an absolute time and date into a 
25 value in minutes or seconds and inversely in order to facilitate the calculations. 

If the new system time passes the verification of the decision means, then the offset 
to the RTC 7 time is updated as nT - rT, stored in the non-volatile memory and used 
to output a new system time by adding the new offset to the real time given by the 
30 RTC 7. This has the disadvantage, that with increasing time, e.g. after a few years, 
also the interval for the new time nT increases. 

Therefore another possible function may be, that the real time information of the 
RTC 7 itself is changed by setting the real time value to the input new time value 
and setting the offset to 0. This has the advantage, that the interval for the possible 
35 new yalue nT does not change, this solution is therefore more accurate. In this 
second approach, the same verifications of the decision means 6 have to be 
performed. 
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With reference to figure 2, the steps for changing the system time by the user, are 
the following: The beginning of the procedure, e.g, the switching on of the mobile 
equipment 1, is indicated by the step SO. In a second step SI it is checked, if the 
RTC 7 did loose power. If not, then in a step S2 the output means 3 outputs the 
5 current system time as real time given by the RTC 7 and the offset. Otherwise, if the 
RTC 7 lost power, the user in the step S9 inputs a reset value as new system time. In 
the next step S10 the decision means 6 checks, if the new time is later than the last 
time stored in the non- volatile memory 8. If not, then the process goes back to step 
S9 and the user has to input a new reset value time. Otherwise, according to step 

10 S 11, the RTC 7 is set to the new time, the reset value is stored in the non-volatile 
memory 8, the offset is set to 0 and also stored in the non- volatile memory and the 
periodical storage of the real time information given by the RTC 7 is started. In the 
next step S2 the output means 3 outputs the current system time as real time given by 
the RTC 7 and the offset. If the user inputs a new system time in the step S3, this 

15 new system time is transmitted to the decision means 6 in a next step S4, where it is 
checked in step S5, if the new time lies within the predefined range. If not, the 
process returns to step S2 and the output means 3 outputs the current unchanged 
time. Otherwise, the new offset is computed and stored in the non-volatile memory 
in the step S6. In the next step S7 the output means 3 then outputs the system time as 

20 real time given by the RTC 7 and the changed offset. In a last step S8 the procedure 
ends, e.g. by switching off the mobile equipment 1. 
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5 Claims 



1. Mobile equipment (1) for non stationary use, comprising 

10 a real time clock (RTC) (7) integrated in the mobile equipment (1) for generating a 
real time information, 

a system time generator (9) integrated in the mobile equipment for generating a 
system time information by adding an offset to the real time information given by the 
RTC (7), 

1 5 a non-volatile memory (8) for the permanent storage of data and 

an input means (4) for inputting instructions for changing the system time 

information, 

characterized by 

means for limiting the possible changes of the system time information generated by 
20 the system time generator (9) to a preset time range and 

means for limiting the possible reset value of the RTC (7) according to the data 
stored in the non-volatile memory (8). 

2. System according to claim 1, 
25 characterized in, 

that the system comprises a power supply (2) for the mobile equipment (1). 

3. System according to claim 1 or 2, 
characterized in, 

30 that the system comprises an output means (3) for outputting the system time 
information generated by the system time generator (9). 

4. System according to claim 1, 2 or 3, 
characterized in, 

35 that the changed new system time is not allowed to differ from the real time 
information given by the RTC (7) by more than a predefined value. 

5. System according to claim 4, 
characterized in, 
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that the predefined value is a fixed value in minutes. 

6. System according to claim 4 or 5, 
characterized in, 

5 that the predefined value is dependent from a given inaccuracy of the time 
information generated by the RTC (7). 



7. System according to one of the claims 1 to 6, 
characterized in, 

10 that the time information of the RTC (7) is stored periodically in the non-volatile 
memory (8). 

8. System according to one of the preceding claims, 
characterized in, 

15 that the reset value of the RTC (7) is not allowed to be earlier than the last stored 
time value in the non-volatile memory (8). 

9. System according to one of the preceding claims, 
characterized in, 

20 that the reset value is stored in the non- volatile memory (8). 



HO/ 5494 91 



WO 2004/084048 



1/2 



PCT/EP2004/000798 



Output Means 



Input Means 



-Sys. Time 



v 



Nev/ Time 
" (nT) 



System Time 
Generator " 
(SysTime= fT+offset) 



V 



Decision Means 



Non-volatile Merr ory 



^^ResotTlme (rV) 



~F7 IT - 



LastTlmepT) 



RTC (rT) 



5" 



/ 

el 



Power Supply 



WO 2004/084048 



SO 



10/549491 

PCT7EP2004/000798 



S1 




S10 



S2. 



S3 



S4 



Set RTC to new time, store the 
new time as IT and rV and set 
the offset to 0 and store it 



511 



Output means 
output current 
system time as 
RTC time + offset 



User inputs new 
system time 



No 



S5 



New system time is 
transmitted to decision 
• means 




S6 



S7 



S8 



Compute new offset and store 
it In the non-volatile memory 



Output means 
output current 
system time as 
RTC time + offset 



y 

^ END 



i 



INTERNATIONAL SEARCH REPORT 



PCT/EP2004/000798 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC 7 G06F1/00 G06F1/14 






According to International Patent Classification (IPC) or to both national classification and IPC 




B. FIELDS SEARCHED 


Minimum documentation searched (classification system followed by classiflcatio 

IPC 7 G06F G07C G04G 


n symbols) 




Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 


Electronic data base consulted during the international search (name of data base and, where practical, search terms used) 

EPO-Internal, PAJ, WPI Data 


C. DOCUMENTS CONSIDERED TO BE RELEVANT 


Category • 


Citation of document, with indication, where appropriate, of the relevant passages 




X 


US 2003/004875 Al (KRAMER GERALD ARTHUR 

ET AL) 2 January 2003 (2003-01-02) 

page 2, paragraph 28 

page 6, paragraph 53 

page 7, paragraph 65 

page 8, paragraph 67 - paragraph 74 


1-9 


X 


US 6 470 449 Bl (BLANDF0RD ROBERT ROY) 

22 October 2002 (2002-10-22) 

column 5, line 48 

column 6, line 37 - line 60 


1-9 


A 


US 6 393 263 Bl (HAYASHI KEISAKU) 
21 May 2002 (2002-05-21) 
the whole document 




1 


| | Further documents are listed In the continuation of box C. 


|)( | Patent family members are listed 


n annex. 


0 Special categories of cited documents : 

•A" document defining the general state of the art which is not 

considered to be of particular relevance 
■E" earlier document but published on or after the International 

filing date 

■L" document which may throw doubts on priority ciaim(s) or 
which is cited to establish the publication date of another 
citation or other special reason (as specified) 

'O* document referring to an oral disclosure, use, exhibition or 
other means 

■P" document published prior to the international filing date but 
later than the priority date claimed 


'T later document published after the International filing date 
or priority date and not In conflict with the application but 
cited to understand the principle or theory underlying the 
invention 

*X a document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document is taken alone 

■Y* document of particular relevance; the claimed invention 
cannot be considered to Involve an Inventive step when the 
document Is combined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in the art 

document member of the same patent family 


Date of the actual completion of the international search 


Date of mailing of the international search report 


4 May 2004 


24/05/2004 




Name and malting address of the ISA 

European Patent Office, P.B. 5818 Patentlaan 2 
NL-2280 HV Rijswijk 
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl. 
Fax: (+31-70)340-3016 


Authorized officer 

Ciarelli, N 



Form PCT/lSA/210 (second sheet) (January 2004) 



INTERNATIONAL SEARCH REPORT 



PCT/EP2004/000798 



Patent document 
cited in search report 



Publication 
date 



Patent family 
member(s) 



Publication 
date 



US 2003004875 Al 


02- 


-01-P003 














US 






US 6470449 Bl 


22- 


-10-2002 


us 


5347579 A 


13-09-1994 








us 


5189700 A 


23-02-1993 








us 


6442691 Bl 


27-08-2002 








AU 


6354894 A 


14-09-1994 








CA 


2156604 Al 


01-09-1994 








EP 


0746922 Al 


11-12-1996 








WO 


9419884 Al 


01-09-1994 








WO 


9212485 Al 


23-07-1992 



US 6393263 Bl 21-05-2002 JP 3225915 B2 05-11-2001 

JP 11234758 A 27-08-1999 



Form PCT/1SA/210 (patent lamDy annex) (January 2004) 



